SB-56

Require minimum cybersecurity standards and establish a cybersecurity council for newly

manufactured agricultural equipment in the United States.

INTHE SENATE OF THE AMERICAN LEGION BOYSNATION

Mr. Freitas of Californiaintroduced the following bill;

A BILL

Require minimum cybersecurity standards and establish a cybersecurity council for newly

manufactured agricultural equipment in the United States.

Be it enacted by The American Legion Boys Nation Senate assembled,

SECTION 1. SHORT TITLE.

This Act may be cited asthe "The SA.F.E. Act".

SECTION 2. FINDINGS
Congress finds that:

1. Agricultureis designated as "Critical Infrastructure”, yet no federal cybersecurity standards exist
for agricultural equipment.

2. Many systems commonly used in agriculture today rely upon internet-connected software and

global positioning services, which creates new cybersecurity vulnerabilities that haven't been
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addressed by existing manufacturing standards.

3. A coordinated cyberattack or ransomware event on Agricultural Equipment and systems could
pose alarge threat to the greater agricultural community, consumers inside and outside of the United

States, and national security.

SECTION 3. MANUFACTURING STANDARDS

The Secretary of Agriculture, in conjunction with the Director of the Cybersecurity and Infrastructure
Security Agency (CISA), shall establish the Federal Agriculture Equipment Standards. Beginning 24
months after the publication of the Federal Agriculture Equipment Standards, manufacturers of
Agricultural Equipment in the United States shall not sell products to consumers unless they, at

minimum, meet the following requirements:
1. Secure encryption of firmware systems, installed software, and wireless communications systems.
2. Protections against unauthorized remote access via secure configuration and verification systems.
3. A 5-year minimum software support period provided by manufacturers.

4. Fail-safe operating procedures, such as localized guidance or positioning, if cellular or GPS

signaling is jammed or denied.
5. Security documentation provided to consumers.

Additional requirements shall be established at the discretion of the Secretary of Agriculture and
Director of the CISA.

SECTION 4. THE AGRICULTURAL CYBERSECURITY THREAT COUNCIL (ACTC)

Within the Department of Agriculture, ajoint task force shall be created, known as the Agricultural
Cybersecurity Threat Council.

1. ACTC shall consist of members appointed by the USDA Office of Homeland Security and the
CISA Cybersecurity Division.
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2. ACTC shall maintain a secure portal for reporting equipment vulnerabilities and cybersecurity
defects, coordinate with federal law enforcement and counterterrorism officials in the event of

compromises, and issue notices of non-compliance with standards.

SECTION 5. IMPLEMENTATION AND MANDATES

At least 90 days before the intended manufacturing date, manufacturers must self-submit
documentation of compliance to the ACTC. Current agricultural equipment on the market shall have

180 days to self-submit documentation of compliance.

Upon a cybersecurity defect or vulnerability reported to the ACTC, manufacturers shall have 45

calendar days after official notice to the manufacturer to create, test, and distribute a firmware patch.

The Department of Agriculture shall have jurisdiction over compliance monitoring, and shall have the
authority to conduct audits, request documentation, conduct inspections, and investigate complaints as
needed.

Failure to comply with standards, or failure to issue a firmware patch within 45 days of notification by
the ACTC, will result in penalties not to exceed a $25,000 fine per non-compliance violation, as
prescribed by the Department of Agriculture. Noncompliant equipment may not be sold until itis
compliant with the Federal Agriculture Equipment Standards, and if necessary, have paid their fine(s)

to the Department of Agriculture.

SECTION 6. APPROPRIATIONS

An amount of $20,000,000 shall be appropriated for the fiscal year of 2027 to fund ACTC operations,

reporting and auditing platforms and facilities, and security audits.

SECTION 7. EFFECTIVE DATE

Unless otherwise determined by Congress, this bill shall go into effect October 1, 2026, in conjunction
with the start of Fiscal Y ear 2027. The Department of Agriculture and Cybersecurity and
Infrastructure Security Agency shall have until September 30, 2027 to establish the Agricultura

Filename: 2026_ca_bill_freitas_hunter_1921.pdf Page 3/4



Cybersecurity Threat Council and publish the Federal Agriculture Equipment Standards.
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