RESOLUTION

A resolution to recognize cybersecurity threats posed from emerging quantum computing

technologies.

INTHE SENATE OF THE AMERICAN LEGION BOYSNATION

Mr. Xin of Maryland submitted the following resolution;

RESOLUTION

A resolution to recognize cybersecurity threats posed from emerging quantum computing

technologies.

Whereas quantum computing uses quantum mechanics and exponentially outperforms classical

computers;
Whereas current quantum research is making developmental strides;

Whereas Google's Willow, a quantum chip released in December 2024, can perform computations in
under five minutes that would take today's fastest supercomputers 10 septillion (10°25) years, which

islonger than the age of the universe;
Whereas commercialized quantum computers are a decade away from being devel oped;

Whereas the majority of the Internet relies on public key encryption to secure websites, data, etc, and
while it may be nearly impossible for classical computers to solve public-key encryption, it can be

solved efficiently by quantum computers,

Whereas quantum computing threatens to collapse modern digital security; and
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Whereas hostile groups and nation-states are already using an attack strategy called "harvest now,
decrypt later" (HNDL), in which they intercept and store encrypted data and wait until quantum
computers have the capability to decrypt it, posing a significant threat to personal information and

national security; Now, therefore, beit
Resolved, That the Senate --

Establish a special Senate committee to investigate how to develop post-quantum cryptographic

systems that will be immune to attacks by quantum computers;

Encourage quantum education in K-12 curriculum and post-secondary school, and quantum

encryption research initiatives; and

Encourage |egidation to mandate critical industries defined in the U.S. Code at 42 U.S.C. ? 5195¢(€)
to use quantum-proof encryption and standards designed to withstand attacks from a quantum

computer, as outlined by the National Institute of Standards and Technology (NIST).
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